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To:
Governors of Catholic Maintained Schools


Principals of Catholic Maintained Schools

RE
GUIDANCE ON THE RELEASE OF INFORMATION TO THE PSNI UNDER 

THE DATA PROTECTION ACT
This paper has been prepared to provide guidance to Catholic Maintained schools on handling pupil information and best practice for providing information to the PSNI on pupils and/or staff within Catholic Maintained schools. 

THE 1998 DATA PROTECTION ACT
The 1998 Act was introduced to allow individuals to ensure that public and private bodies which hold information on them do so in a manner which is fair, secure, proportionate and that the information is accurate.  The legislation is under-pinned by the 8 Data Protection principles.  These state that the data must be: 
1. fairly and lawfully processed 
2. processed for limited purposes 

3. adequate, relevant and not excessive 

4. accurate 

5. not kept for longer than is necessary 

6. processed in line with your rights 

7. secure 

8. not transferred to countries without adequate protection.

A 'data controller' is a person or organisation that holds personal or sensitive information on one or more data subjects.  The Act also requires that a set of minimum standards to the protection of that data, and that it is only used for the purposes it was collected for.  By law data controllers have to keep to the Data Protection principles. 
In the case of Catholic Maintained schools, the Principal is the data controller as they have operational responsibility for the day-to-day running of the school and therefore the information contained within it and the processing of that information. 

CRIMINAL INCIDENTS

Where the school is the victim of an offence, or in the unlikely event the offender, the requirement to co-operate with the police is straightforward.  When a member of staff or a pupil is witness to an incident, they are required to co-operate fully with the police i.e. there is a criminal offence of failing to provide such information to the police.

It is more complicated to deal with incidents where the school is neither the victim nor the offender. For example, if students are seen, in uniform, in a town centre to commit a criminal act, e.g. shoplifting, how far does the school’s responsibility go in identifying those pupils to the police? 
The debate around how far school authority goes when pupils are misbehaving (or committing crime) is a difficult one as the practicalities of enforcing discipline in such a scenario means that options for schools are limited. 
It must, however, be borne in mind that when in uniform pupils are representative of the school and can, through their actions and behaviour, cause damage to the reputation of the school both within the local community and on a wider scale across Northern Ireland.  Also, schools rely heavily on the good will of neighbours and so it is important that a high standard of behaviour is maintained. 
When the PSNI presents CCTV footage to the school for identification of pupils, the school should not identify the pupils until advice from CCMS or the school’s solicitor has been sought.  This advice may then direct the school to identify the pupils anyway, but will have considered other relevant legislation e.g. the Human Rights Act and the Data Protection Act and will prevent the school from committing offences under these Acts.  Many forms of CCTV still have comparatively poor picture qualities and so schools should only identify a pupil if they can be satisfied, beyond reasonable doubt, that it is the correct individual.  

If, however, the incident has happened on school premises or to a member of school staff or another pupil, then the school should identify the pupils immediately as the school is directly involved in the offence. 

LIFE AT RISK

When an incident has been formally designated ‘life-at-risk’ by the police e.g. in a missing persons situation, schools should provide all information to the PSNI as quickly as possible. Schools will not be held in breach of any legislation such as Data Protection or Freedom of Information, as the ‘preservation of life’ principle supersedes all such legislation. For example, should a pupil go missing and the police ask for access to the student’s e-mail account, if the school has access to the account, this should be provided immediately. 

FURTHER INFORMATION
The Northern Ireland Commissioner for Children and Young People is a valuable source of information relating to the rights and entitlements of children. The website address is WWW.NICCY.ORG. They are always happy to offer advice on issues relating to children’s rights and children’s welfare. 
The office of the Information Commissioner is the government department with responsibility for monitoring compliance with the Data Protection Act and the Freedom of Information Act, and they also provide advice and information to public bodies to help them ensure they meet their commitments under the Acts. Their website address is WWW.ICO.GOV.UK and the contact details for their Northern Ireland office are on that site. 
Dara McGaughey
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